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Abstract

Artificial Intelligence (Al)-based fault detection has demonstrated high diagnostic accuracy in
aircraft systems, with many studies reporting performance exceeding 90-99%. However, these
results are predominantly obtained under controlled, offline, or simulation-based conditions,
limiting their relevance for safety-critical aviation environments where failure consequences are
severe and certification requirements are stringent. This gap highlights the need for evaluation
frameworks that extend beyond accuracy to operational and airworthiness considerations. This
survey presents a modality-aware analytical framework for Al-based aircraft fault detection,
organizing existing methods along four key dimensions: input modality, data provenance,
validation maturity, and model class. Using this taxonomy, this survey systematically reviews
signal, image, log, and simulation-based approaches, demonstrating that reported performance
is strongly influenced by data characteristics and evaluation conditions. The analysis shows that
many high-performing models rely on low-maturity validation and lack evidence of
generalization under real-world operating conditions. To address these limitations, this survey
introduces an engineering-oriented deployment framework integrating modality-driven model
selection, structured data preprocessing, multi-level validation, computational feasibility, and
explainability. A deployment readiness model is further proposed to assess systems based on
validation maturity, data coverage, interpretability, and operational constraints. This survey
identifies key challenges, including the simulation-to-reality performance gap, lack of
standardized benchmarks, limited adoption of explainable Al, and insufficient alignment with
certification requirements, and outlines future research directions toward certification-aware Al
design, lightweight deployable models, and multimodal digital twin integration.

Keywords: Artificial Intelligence, Aircraft Fault Detection, Predictive Maintenance, Validation
Maturity, Explainable Al, Aerospace Certification.

Introduction
Ensuring timely and reliable fault detection in aircraft systems is fundamental to flight

safety, dispatch reliability, and maintenance efficiency. Modern aircraft operate as highly
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instrumented systems, generating high-frequency data from engines, fuel systems,

actuators, sensors, and structural components. At the same time, operators face increasing
pressure to reduce unplanned maintenance events and improve operational availability
(Kabashkin et al., 2025; Kwakye et al., 2024). Traditional maintenance strategies based on
scheduled inspections and conservative replacement intervals are becoming insufficient in
the context of growing system complexity and variable operational conditions (Lei et al.,
2024; M. Lietal., 2025). The proliferation of onboard sensing, communication systems, and
maintenance data infrastructures has therefore created significant opportunities for the
adoption of Al-driven approaches to fault detection and condition-based maintenance
(Kabashkin, 2025; Kwakye et al., 2024; Lei et al., 2024; J. Lietal., 2023).

Historically, aircraft fault detection has relied on rule-based diagnostics, threshold-based
monitoring, and physics-based models tailored to specific subsystems. These approaches
provide interpretability and alignment with certification requirements but are limited in
handling nonlinear system behavior, complex interactions, and high-dimensional data
(Ezhilarasu et al., 2021; Lei et al., 2024; Zolghadri, 2024). Early machine learning methods
introduced data-driven capabilities through supervised classifiers and statistical models,
but their dependence on handcrafted features and limited scalability restricted their
effectiveness in complex operational environments (Ezhilarasu et al., 2021).

Recent advances in artificial intelligence, particularly deep learning, have significantly
enhanced fault detection capabilities. Architectures such as convolutional neural networks,
recurrent neural networks including long short-term memory models, and hybrid CNN-
LSTM frameworks enable automated feature extraction from large-scale sensor data and
support improved anomaly detection across diverse aircraft subsystems. These methods
have demonstrated high diagnostic accuracy in applications such as vibration analysis,
engine health monitoring, and fleet-level data analytics (Du et al., 2024; Kabashkin, 2025;
Khanzada et al., 2025). In parallel, Al-enabled maintenance platforms are increasingly
integrating such models into predictive maintenance workflows and decision-support
systems (Kabashkin et al., 2025; Kwakye et al., 2024).

Despite these advances, several challenges continue to limit the practical deployment of
Al-based fault detection systems. Data scarcity and imbalance remain significant issues,
particularly for rare but safety-critical faults in fleet-scale datasets (Dangut et al., 2023).
Domain shift between simulated, rig-based, and real operational data affects model
generalization and robustness (Ezhilarasu et al., 2021; Kraemer & Villani, 2024; J. Liet al,,
2025).

Interpretability is another critical concern, as complex models often fail to provide
transparent and traceable diagnostic outputs required for engineering decision-making and
certification (J. Li et al., 2023; Zolghadri, 2024). In addition, computational constraints limit
the deployment of high-capacity models in onboard systems, particularly where real-time
processing is required (Kabashkin, 2025; Shafi et al., 2023). Certification challenges further
complicate adoption, as regulatory frameworks for data-driven systems are still evolving
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and require robust validation, traceability, and reliability evidence (Luettig et al., 2024;

Sridhar et al., 2025; Zolghadri, 2024) .
Recent review literature reflects both the progress and the limitations in this field. Studies
on aircraft subsystems and maintenance platforms highlight the effectiveness of Al-based
diagnostics while emphasizing the need for improved interpretability, data quality, and
system integration (Ezhilarasu et al., 2021; Kwakye et al., 2024; J. Li et al., 2023). Reviews
focused on aero engines and structural systems similarly report strong performance of deep
learning approaches but stress the importance of validation under realistic operating
conditions (Lei et al., 2024). Broader surveys in aviation and infrastructure domains identify
common challenges related to scalability, governance, and deployment in safety-critical
systems (Ahmed, 2025; Azanaw, 2024; Plevris & Papazafeiropoulos, 2024). At the same
time, emerging work on certification highlights the gap between laboratory-scale model
performance and the evidence required for airworthiness approval (Luettig et al., 2024;
Zolghadri, 2024).
However, existing reviews are typically organized around specific application domains
rather than providing a unified perspective across the diverse data modalities used in
aircraft fault detection (Azanaw, 2024; Kwakye et al., 2024; Tsallis et al., 2025). Signal-
based, image-based, log-based, and simulation-driven approaches differ substantially in
data characteristics, preprocessing requirements, model design, and deployment
feasibility. These differences are rarely integrated into a single analytical framework.
Furthermore, variations in data provenance, ranging from simulation and rig experiments
to real-flight and fleet-level data, and differences in validation maturity are often not
explicitly distinguished (Dangut et al., 2023; Kabashkin, 2024; Kraemer & Villani, 2024; Wu
etal., 2024). As a result, assessing operational readiness and certification potential remains
difficult.
In response to the identified gaps, this survey makes the following contributions:
(a) Modality-aware taxonomy
A unified taxonomy for Al-based aircraft fault detection is introduced, organizing
existing methods according to input modality, data provenance, validation
maturity, and model class. This structure provides a consistent basis for comparing
heterogeneous approaches and clarifies how modality-specific characteristics
influence model design, performance, and certification relevance.
(b) Cross-modal analytical synthesis
A systematic cross-modal analysis is conducted across signal, image, log, and
simulation-based approaches. The survey identifies performance trends,
robustness limitations, and key trade-offs between accuracy, interpretability, and
deployability, demonstrating how reported results depend on modality and data
conditions (Ezhilarasu et al., 2021; Kraemer & Villani, 2024; Y. Zhao et al., 2022) .
(c) Validation and certification perspective
Validation maturity levels are explicitly characterized and linked to certification
requirements in safety-critical aviation systems. The analysis highlights the gap
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between high offline performance and the evidence required for airworthiness,

emphasizing the need for cross-condition, transfer, and in-service validation to
support trustworthy deployment (Kabashkin et al., 2025; Luettig et al., 2024;
Sridhar et al., 2025; Zolghadri, 2024).
(d) Deployment readiness framework
An engineering-oriented framework is proposed to assess Al-based fault detection
systems based on modality-model alignment, data provenance, validation
maturity, computational feasibility, and interpretability. This framework provides
practical guidance for transitioning from experimental models to deployable,
certification-aware solutions in aircraft maintenance and health management.
The remainder of this survey is organized as follows. Section 2 introduces the modality-
aware taxonomy and classification framework. Section 3 reviews Al-driven fault detection
methods across modalities and model classes. Section 4 presents cross-modal analysis and
discusses key trade-offs and limitations. Section 5 translates these findings into
engineering implications and proposes a deployment readiness framework. Section 6
outlines future research directions, and Section 7 concludes the survey.

Survey Framework and Analytical Taxonomy

Purpose of the Framework

A structured analytical framework is necessary because Al-driven fault detection in aircraft
systems operates across heterogeneous data modalities, distinct preprocessing pipelines,
and varying levels of operational validation. Treating these diverse approaches as a single
workflow obscures key engineering trade-offs, particularly those related to robustness,
interpretability, and deployment feasibility. For example, time-series sensor models
depend heavily on temporal alignment and sequence modeling, whereas image-based
approaches are sensitive to transformation and feature encoding choices (Z. Jia et al., 2023;
Wou et al., 2024).

Equally critical is the distinction between simulation-based evaluations and real-flight or
fleet-level validation. High performance on benchmark datasets does not necessarily
translate to operational reliability due to domain shift, noise, and incomplete labeling in real
environments (Huang et al.,, 2023; Zolghadri, 2024). For safety-critical aerospace
applications, these differences directly affect certification and trust.

Accordingly, this survey introduces a modality-aware analytical taxonomy that organizes
Al-based aircraft fault detection methods along four key axes: input modality, data
provenance, validation maturity, and model class. These dimensions are selected because
they directly govern diagnostic performance, robustness, and certification feasibility. By
explicitly structuring the literature along these axes, the proposed framework enables
consistent cross-study comparison and provides a foundation for assessing deployment
readiness and airworthiness relevance.
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To structure the diverse body of literature on Al-based aircraft fault detection, figure 1

visualizes this framework and positions existing studies within this multi-dimensional
space.

This taxonomy provides the foundation for the subsequent analysis, enabling a systematic
comparison of methods beyond isolated performance metrics.

Simulation / Simulation | | EXPerimental / Hybrid Real Flight /
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Figure 1: Taxonomy of Al- Based Aircraft Fault Detection

Literature Identification Strategy
This survey adopts a structured but non-systematic literature review approach intended to

support transparent and reproducible synthesis without aiming for PRISMA-level
exhaustiveness. Elements of systematic literature review practice were incorporated to
improve consistency in study identification, screening, and comparative analysis.

Literature was collected from major scientific databases widely used in aerospace
engineering, artificial intelligence, and predictive maintenance research, including IEEE
Xplore, Scopus, Semantic Scholar, and Google Scholar. The search covered publications
from 2020 to early 2026 and used combinations of keywords such as “aircraft fault

"o\ 72\ 172\

detection,” “predictive maintenance,” “aircraft diagnostics,” “deep learning,” “machine
learning,” “structural health monitoring,” “digital twin,” and “aviation Al.”

Inclusion was guided by three criteria: (i) clear aerospace application, (ii) explicit use of Al or
hybrid diagnostic methods, and (iii) documented data source and validation procedure.
Studies focused solely on non-aerospace systems, lacking empirical validation, or without
clear data provenance were excluded. Screening was conducted through title, abstract, and
full-text assessment to ensure methodological relevance and alignment with the survey
objectives.

The search process initially identified a broad collection of studies across multiple
modalities and application domains. After duplicate removal and relevance screening, more
than 110 representative studies were retained for qualitative synthesis and cross-modal

analysis. The objective of the search strategy was to capture methodological diversity and
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deployment-relevant evidence across modalities rather than achieve exhaustive statistical

coverage. The resulting corpus spans signal-based, image-based, log-based, and
simulation-driven fault detection approaches with varying levels of operational validation
and deployment maturity.

Conceptual papers and review studies were included selectively to support discussions on
certification, deployment readiness, and system-level health management. This approach
provides sufficient methodological transparency while preserving the flexibility required for
a modality-aware engineering survey rather than a strictly systematic review. The final
corpus included 49 representative studies spanning signal-based, image-based, log-based,
and simulation-driven fault detection approaches.

Core Taxonomy

The proposed taxonomy is defined along four orthogonal axes: input modality, data
provenance, validation maturity, and model class. These axes collectively capture the key
technical and operational factors that determine whether an Al-based fault detection
system can transition from experimental validation to certification-ready deployment.

Input Modality
Four primary modalities are identified:

e Signal (time-series data): vibration, pressure, flow, and engine parameters

¢ Image: raw images and transformed representations such as spectrograms

¢ Logand maintenance data: ACARS messages and fleet-level records

e Simulation and digital twin data: physics-based and synthetic datasets
Modality determines preprocessing requirements, feature representation, and model
suitability. Signal-based methods must address temporal dependencies and noise, while
image-based approaches depend on transformation fidelity. Log data introduces sparsity
and class imbalance, and simulation-based data raises concerns regarding
representativeness and domain shift (Huang et al., 2023; Kabashkin et al., 2025) .
From an engineering perspective, modality also affects interpretability and traceability,
which are critical for certification.

Data Provenance

Data provenance is categorized into four types: simulation, experimental rigs, hybrid
datasets, and real-flight or in-service data. This distinction is essential because it defines
the credibility of reported performance.

Simulation-based studies support model development but lack operational variability,
while real-flight data captures realistic noise, imbalance, and uncertainty. Hybrid and rig-
based datasets provide intermediate fidelity. Explicit separation of these categories
prevents misleading comparisons and aligns evaluation with certification expectations
(Huang et al., 2023).
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Validation Maturity
Validation maturity is structured into four levels:

1. Offline single-scenario evaluation

2. Cross-condition validation

3. Transfer learning and domain shift analysis

4. In-service or pseudo real-time validation
This axis reflects the progression from controlled experiments to operational deployment.
Higher maturity levels provide stronger evidence of robustness and reliability under real-
world conditions, which is essential for safety-critical adoption (J. Li et al., 2023; Zolghadri,
2024).
Certification standards such as DO-178C for airborne software, DO-254 for airborne
electronic hardware, and emerging guidance including the EASA Al Roadmap and ED-324
provide the regulatory context for assessing validation maturity and deployment readiness
of Al-based fault detection systems. Traditional certification frameworks emphasize
traceability, verification rigor, and deterministic behavior, whereas Al models introduce
probabilistic and data-driven decision processes that require additional assurance measures
related to robustness, explainability, and dataset representativeness (Dmitriev et al., 2021;
Luettig et al., 2024). Consequently, models validated only under simulation or offline
conditions provide insufficient evidence for safety-critical deployment. Recent
certification-oriented initiatives increasingly advocate lifecycle-based “learning assurance”
approaches that incorporate data governance, domain-shift evaluation, explainability, and
operational robustness across the entire Al lifecycle (Durand et al., 2023; Kaakai et al,,
2022). Within the proposed taxonomy, higher validation maturity levels therefore
correspond not only to improved operational realism but also to stronger alignment with
certification expectations, particularly for applications involving engine health monitoring,
flight-control diagnostics, and other safety-critical aircraft systems.

Model Class

Model classes are grouped into: traditional machine learning, deep learning, hybrid
approaches, physics-informed methods, and generative models.

This classification captures the trade-off between accuracy, interpretability, and
computational cost. Deep learning models typically achieve high performance but may lack
transparency and require significant resources, whereas traditional and physics-informed
methods offer greater interpretability and alignment with engineering principles (Brunton
etal, 2021; J. Lietal., 2023).

Analytical Mapping Strategy

The taxonomy supports a two-stage analysis. First, each study is coded across the four axes,
enabling structured comparison within and across modalities. Second, cross-modal
synthesis is performed by examining performance metrics in relation to data provenance
and validation maturity.
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Where quantitative comparison is not feasible, qualitative patterns are extracted, including

trade-offs between accuracy and interpretability, and between model complexity and
deployability. This mapping also highlights underexplored areas, such as models evaluated
only under low validation maturity or modalities lacking real-world validation.

Limitations of the Framework

The framework is subject to several limitations. The literature coverage is selective and may
reflect publication bias toward well-documented or successful models. Performance
comparisons are constrained by inconsistent metrics and datasets across studies.

In addition, factors such as human—-machine interaction, operational integration, and
economic constraints are not explicitly modeled, although they influence deployment
decisions. These limitations are considered in the interpretation of results and in the
formulation of research directions. In addition, some analytical sections rely heavily on a
limited number of recent fleet-level and system-integration studies, particularly
(Kabashkin, 2025) and (Kabashkin et al., 2025), due to the relatively limited availability of
operational-scale Al maintenance studies in the current literature. Although these works
provide valuable insights into deployment and maintenance integration, this concentration
may introduce evidence imbalance and reflects the broader scarcity of publicly
documented large-scale aviation Al implementations. Building on this taxonomy, the next
section 3 systematically reviews Al-based fault detection methods across modalities and
model classes.

Survey of Al-Based Fault Detection Methods in Aircraft Systems

This section presents a structured survey of Al-based fault detection methods in aircraft
systems, organized along input modality, data provenance, validation maturity, and model
class. The focus is on reporting representative methods, datasets, and performance
outcomes without cross-cutting interpretation, which is deferred to Section 4.

Input Modality: Signal, Image, Log, and Simulation-Based Approaches

Time-series sensor data constitute the most widely used modality in aircraft fault detection.
Studies focusing on engines, actuators, and air data systems commonly employ
convolutional and recurrent architectures to capture temporal dependencies. CNN-LSTM
and related hybrid models applied to multi-channel sensor streams typically report
classification accuracies in the range of go% to 97%, with F1-scores approaching 0.97 under
controlled experimental settings (Kabashkin, 2025; Shen & Khorasani, 2020; Y. Zhao et al,,
2022). In rotor vibration analysis, pure CNN architectures operating directly on high-
dimensional time-series inputs have achieved comparable performance, with reported
accuracies of approximately 97% (Young et al., 2025).

A related approach transforms time-series signals into image-like representations, such as
time—frequency maps or residual images, enabling the application of two-dimensional
CNNs and transfer learning (R. E. Donatus, 2025). Methods based on multi-domain signal
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transformations and fusion architectures report improved diagnostic accuracy relative to

single-representation baselines (Z. Jia et al., 2023). Transfer learning with architectures
such as VGG16, combined with channel pruning and fine-tuning, has demonstrated
accuracies exceeding 98% across multiple aircraft and flight conditions, including validation
on real flight data (L. Jia et al., 2025; Z. Liet al., 2023).

Image-based methods are also applied directly to visual inspection tasks. Using aerial or
ground-based imagery, object detection models such as YOLOv8 have been employed to
identify structural defects, including corrosion and missing components, achieving mean
average precision values around 85% (Connolly et al., 2024; Liu et al., 2022).

Log and maintenance data represent another important modality, particularly for fleet-
level fault detection. These datasets are characterized by sparsity and class imbalance.
Deep architectures combining autoencoders and recurrent networks, together with
tailored loss functions, have been used to improve fault prediction performance, with
reported gains in precision, recall, and G-mean compared to baseline methods (Dangut et
al., 2023). At the system level, hybrid frameworks integrating sensor data and maintenance
logs have demonstrated fault detection rates up to 95% in operational settings (Kabashkin
etal, 2025).

Simulation-based and digital twin approaches provide controlled environments for model
development and evaluation. Studies using simulated actuator and fuel system data report
classification accuracies between approximately 9o% and 96%, depending on model type
and experimental setup (Kraemer & Villani, 2024; M. Li et al., 2025). These approaches
often combine multiple model classes, including neural networks and classical machine
learning algorithms, within structured diagnostic frameworks.

To further clarify modality-specific behavior, Table 1 summarizes the comparative
performance characteristics observed across the major input modalities. It aggregates
representative accuracy ranges, typical datasets, commonly used model classes, and
recurring limitations for time-series, image-based, log-based, and simulation-driven
approaches.

This comparison complements the detailed discussion in Section 3.1 by providing a
modality-level perspective, illustrating that performance differences are not solely
attributable to model architecture but are strongly influenced by the nature, quality, and
structure of the underlying data.

Table 1: Comparative Performance Across Modalities

Modality Average Accuracy Range | Typical Dataset [ Common Models Used | Observed Limitations Citations
(Representative) Type

Time-series  signals =g90-99% NASA CMAPSS; 1D-CNN- Domain shift between (Kraemer
(engines, actuators, simulation/offline; =go— actuator rigs; B|LSTM, LSTM/AE, simulated and real; Villani, 2024;
control surfaces, 98% on AirLab UAV ensembles, limited multi-condition Wu et al,
sensors) real/pseudo-real-time dataset; k-NN/DT/ANN coverage; 2024; Young
(context-dependent) multi-flight interpretability gaps in etal., 2025)
sensor datasets deep models
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Modality Average Accuracy Range | Typical Dataset | Common Models Used | Observed Limitations Citations
(Representative) Type

Image-based sensor =98-99% across

representations aircraft/conditions

multiple  Real

multi-aircraft

plus small-scale
flight tests
Log / maintenance / Fault detection rate Real
multi-airline around  95%  (hybrid maintenance
operational data ATSaaS) logs, operational
metrics from 86
airlines
Simulation | High classification ~ CMAPSS,
digital-twin-based accuracy (often >95%, fuel-system and

datasets context-specific)

actuator digital
twins

Deep CNNs
(VGG16-based,
pruned),
Grad-CAM/SHAP XAl
Rule-based logic, RF,
LSTM, hybrid
ensembles
CNN/LSTM hybrids,

ANN, SVM, DT, hybrid
model-/data-based

Sensitivity
preprocessing and
image construction;
focus on specific sensors
Class imbalance,
heterogeneous coding;
emphasis
KPls
per-fault metrics
shift,

operational

on system

rather than
Domain limited
variability,
and reduced real-world

representativeness.

To provide a system-level perspective on how different data modalities are processed

within Al-based fault detection frameworks, Figure 2 presents a modality-aware pipeline

architecture. The figure illustrates how time-series signals, image-based data, maintenance

logs, and simulation outputs each require distinct preprocessing, feature extraction, and

modeling stages before converging into a unified decision layer.

This representation emphasizes that fault detection performance and deployability are

strongly dependent on modality-specific design choices, rather than on model architecture

alone.
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Figure 2: Conceptual Architecture Al Fault Detection Pipelines in Aircraft Systems

Data Provenance: Simulation, Real Flight, and Hybrid Sources

The surveyed literature employs three primary categories of data sources: simulation-

based datasets, real-flight or fleet data, and hybrid combinations of both.
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Simulation-based studies are widely wused for benchmarking and controlled

experimentation. For example, models trained on datasets such as CMAPSS or synthetic
fuel system simulations report classification accuracies up to approximately 90%,
depending on the complexity of the fault scenarios and model architecture (Z. Li et al.,
2025; Wu et al., 2024). These datasets provide labeled fault conditions and systematic
coverage of operating regimes (R. Donatus et al., 2025).

Real-flight and fleet-level data are used in a smaller but significant subset of studies.
Applications include commercial aircraft maintenance logs, air data sensor measurements,
and onboard monitoring systems. LSTM-based and CNN-based models applied to such
datasets report performance levels around 90% accuracy across multiple aircraft and
operating conditions, with additional qualitative evidence of operational effectiveness in
maintenance scenarios (Y. Zhao et al., 2022). Visual inspection datasets derived from real
aircraft imagery have also been used to train detection models with performance metrics
such as mAP around 85% (Connolly et al., 2024).

Hybrid data strategies combine simulated and real datasets to improve coverage and
robustness. In actuator diagnostics, frameworks integrating real flight data with model-
generated samples report balanced accuracies above 9o0% (Kraemer & Villani, 2024).
Similarly, Al-based health monitoring systems incorporating both simulated and
operational data achieve classification accuracies around 97% and demonstrate capability
for remaining useful life estimation (Kabashkin, 2025). For maintenance logs, models
trained exclusively on real data with imbalanced distributions report improved precision
and recall without reliance on synthetic oversampling techniques (Dangut et al., 2023).

To provide a structured view of how data provenance and validation practices are
operationalized across the literature, Table 2 summarizes the key datasets used in Al-based
aircraft fault detection studies. The table highlights the type of data (real, simulated, or
hybrid), application domain, and validation strategies employed, alongside their associated
limitations.

This synthesis makes explicit that dataset characteristics and validation design are tightly
coupled, and that many reported performance levels are contingent on constrained data
regimes rather than fully representative operational environments.

Table 2: Datasets and Validation Strategies in Al-Based Fault Detection

Dataset /| Data | Type (Real / | Application Validation Approach Limitations Citations
Source Simulated [ | Domain
Hybrid)

Rotor blade Real Predictive Train/test split  Single rotor (Young et al,
vibration dataset maintenance (3,601/1,320); comparison application;  limited 2025)
(4,921 samples) of rotor of multiple models fleet diversity and

systems long-term drift

analysis
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Dataset / Data
Source

NASA CMAPSS

Multi-aircraft
inertial/sensor
“state image”

database

Multi-aircraft
sensor and image
dataset (4 aircraft,
5 conditions +
model airplane)
Electrohydraulic
data
(simulation +

actuator

flight records)
Simplified
fuel-system
simulation
dataset

AirLab failure and
anomaly dataset

Multi-airline
ATSaaS dataset
(sensor,

maintenance,
operations)

Type (Real /[
Simulated /
Hybrid)
Simulated

Real

Real

Hybrid

Simulated

Real

Real

Application
Domain

Aircraft engine
degradation
and fault
diagnosis
Air-data
sensor  fault

detection

Aerospace
FDC
(image-based)

sensor

Flight-control
actuator fault
diagnosis

Multi-fault
diagnosis  in
aircraft  fuel
system
Autonomous
fixed-wing
UAV
surface faults

control

Fleet-level
maintenance,
fault
detection,
optimization

Validation Approach

Offline
comparison across models

experiments;
on single  operating
condition

Cross-condition
evaluation on 6
aircraft/flight conditions

Cross-aircraft/condition
offline validation;
additional deployment on

model airplane

Multi-phase  framework:
training, operation,
improvement;  balanced

accuracy reported
Supervised offline
validation across multiple

fault combinations

Train/validation/test;
evaluation for prediction,
detection, classification;
real/pseudo-real-time
1o0-fold  cross-validation;
comparison across
customization,

personalization, hybrid

Limitations

Single-condition focus;

no direct real-flight
validation;  potential
domain shift

Proprietary  dataset;
limited public

reproducibility;
confined to air-data
sensors

Focuses on selected
sensor suite; long-term
operational robustness
not demonstrated

Performance drop in
improvement  phase
suggests domain shift;
still offline

No real-flight
validation; limited

operating scenarios

Restricted to one UAV
platform; certification
concerns not explored

Heterogeneous airline
practices; model-level
detail abstracted;

potential label noise

Citations

(Huang et al,
2023; Wu et al,,
2024)

(Y. Zhao et al,
2022)

(Z.Lietal., 2023)

(Kraemer &

Villani, 2024)

(J. Lietal., 2025)

(Ahmad et al,
2022)

(Kabashkin et al.,

2025)

To systematically conceptualize how Al-based fault detection systems evolve toward

operational deployment, Figure 3 presents a validation maturity flowchart. The figure

organizes existing approaches along a progressive ladder, from simulation-based concept

validation to in-service fleet deployment, highlighting the increasing requirements for

robustness, generalization, and certification readiness. This framing emphasizes that most

current studies remain concentrated in early stages, while aviation-grade deployment

requires progression toward cross-condition, digital twin—integrated, and real-flight

validation.
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1. Concept Demonstration in Simulated Environment

Examples: fuel system simulation, CMAPSS engines,
Al/EC simulation

complete fault coverage but no real-world noise; domain shift risk

|

2. Experimental Rigs / Model Aircraft Testing
Controlled lab or model aircraft validation

Bridge between simulation and real-world

!

3. Offline Multi-Condition / Multi-Aircraft Validation
Testing across operating conditions and aircraft

Improves robustness but still offline

!

4. Transfer Learning Across Fleets

1 and Certification Readiness

Cross-aircraft generalization and adaptation

Handles new configurations and sensors

|

5. Digital Twin Integration

Increasing Validation Matt

Continuous synchronization with virtual models

Enables optimization and predictive maintenance

|

6. Real-Flight / In-Service Deployment

Pseudo-real-time and fleet-level validation

Includes operational variability and regulatory oversight

Figure 3: Validation Maturity Flowchart for Al- Based Aircraft Fault Detection

Validation Maturity: Offline, Cross-Condition, and Real-Time Evaluation

Validation approaches in the literature range from offline experiments to cross-condition
and near real-time evaluations.

Many studies rely on offline validation using fixed train—test splits or cross-validation on a
single dataset. Examples include CNN-based rotor vibration analysis and CNN-LSTM-
based air data sensor diagnostics, which report accuracies in the range of 90% to 97% under
controlled conditions (Young et al.,, 2025; Y. Zhao et al., 2022). Image-based diagnostic
models using transformed sensor data similarly report high accuracy across predefined
operating scenarios (Z. Jia et al., 2023; J. Liet al., 2023).

Cross-condition validation is implemented in studies that evaluate models across multiple
aircraft, operating regimes, or environmental conditions. Multi-aircraft datasets and multi-
condition experiments demonstrate that high classification accuracy can be maintained
across varying scenarios, with reported values exceeding 98% in some cases (J. Li et al,,
2023). Evaluations involving multiple aircraft configurations and operational cases provide
additional evidence of model generalization (Y. Zhao et al., 2022).

A smaller subset of studies considers real-time or pseudo real-time validation. In
autonomous flight applications, LSTM-based models have achieved approximately 93%
prediction accuracy with measurable lead times before fault occurrence (Ahmad et al.,
2022). Health monitoring frameworks designed for continuous operation report
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classification accuracies near 97% under simulated real-time conditions (Kabashkin, 2025).

In manufacturing and inspection contexts, real-time deployment of CNN-based models has
been evaluated using operational metrics such as defect detection accuracy and reductions
in rework time (Shafi et al., 2023).

Structured benchmarking and large-scale cross-validation are less common but present in
some studies. For example, fault detection systems evaluated using multi-airline datasets
and k-fold cross-validation report detection rates up to 95% (Kabashkin et al., 2025). Hybrid
diagnostic frameworks also include comparative validation against alternative model
classes using consistent evaluation protocols (Kraemer & Villani, 2024).

Model Class: Traditional, Deep Learning, Hybrid, and Advanced Methods

The literature includes a broad range of model classes, from traditional machine learning to
advanced deep learning and hybrid architectures.

Traditional machine learning methods, including support vector machines, decision trees,
and logistic regression, are applied primarily in structured diagnostic problems. In aircraft
fuel system diagnostics, artificial neural networks achieve accuracies around 90%, while
decision trees provide interpretable results with quantified consistency relative to system
behavior (Chen et al., 2024; J. Li et al.,, 2025). Ensemble approaches combining multiple
classical models have also demonstrated balanced accuracies up to 96% in actuator
diagnostics (Kraemer & Villani, 2024).

Deep learning models dominate applications involving high-dimensional and temporal
data. CNNs, LSTMs, and auto encoder-based architectures are widely used for sensor data
analysis and fault prediction. Reported performance includes accuracies between 9o% and
97% for CNN-based models and up to 100% classification accuracy in specific LSTM-based
fault detection tasks (Ahmad et al., 2022; Young et al., 2025; Y. Zhao et al., 2022). Hybrid
deep architectures combining convolutional, recurrent, and attention mechanisms further
extend these approaches, achieving improved classification performance on benchmark
datasets (Wu et al., 2024).

Hybrid models integrate multiple learning paradigms or combine data-driven and rule-
based components. Examples include recurrent neural networks combined with self-
organizing maps for multi-mode fault detection (Shen & Khorasani, 2020), and auto
encoder—recurrent architectures with customized loss functions for rare-event prediction
(Dangut et al., 2023). System-level implementations integrate rule-based reasoning with
machine learning models, achieving fault detection rates up to 95% in operational
platforms (Kabashkin et al., 2025).

Explainable and deployable deep learning models are also reported, particularly in image-
based diagnostics. Transfer learning combined with pruning techniques enables
lightweight models with high accuracy, supported by visualization methods such as Grad-
CAM and SHAP for interpretability (J. Li et al., 2023). Similar approaches are used in sensor
fault detection to provide interpretable feature representations and model outputs (Y.
Zhao et al., 2022).
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Input Modality

Time-series
vibration
signals  (rotor

blades)

Engine
monitoring
time-series
(raw 1D signals)

Image-based
representation
s of sensor data

Time-series
“state images”
from
inertial/sensor
data

Actuator
sensor
time-series

Generative and data augmentation approaches appear primarily in the context of

autoencoders and simulation-based data generation. These methods support feature

learning and class balancing but are not yet widely represented as standalone generative

modeling frameworks in the surveyed literature (Kabashkin, 2025).

To consolidate the multi-dimensional analysis presented in this section, Table 3 provides a

structured taxonomy of representative Al-based aircraft fault detection studies. The table

organizes the literature along the key axes introduced in this survey input modality, data

provenance, model class, and validation level—while also summarizing performance

metrics, strengths, and limitations for each approach.

Rather than reiterating individual study results, the table enables a compact comparison

across heterogeneous systems and datasets, making visible patterns that are not

immediately apparent in narrative form. In particular, it highlights how similar performance

levels are achieved under different data conditions and validation assumptions, thereby

supporting a more nuanced interpretation of reported accuracies.

Table 3: Taxonomy of Al-Based Aircraft Fault Detection

Data
(Simulation / Real

Source

| Hybrid)
flight test

Real
data

Simulation (NASA
CMAPSS)

Real flight from
four aircraft;
additional
model-airplane

flight

Real flight data for
multiple
aircraft/conditions

Hybrid (simulated
+ real flight

records)

Model Class
CNN vs other
ML/DL
1D-CNN-
BiLSTM with
CBAM

Deep CNN
(VGGa6-based,
pruned) with XAl
CNN+LSTM
DNN with

visualization

Hybrid
supervised/unsu
pervised

Validation
Level*

Level 2 — Cross-
Condition
Validation

Level 1 —
Offline  Single-
Scenario
Validation

Level 2 — Cross-
Condition
Validation)

Level 2 — Cross-
Condition
Validation

Level 2 — Cross-
Condition
Validation

Performance
Metrics

Accuracy 97%,
98%,
Recall 97%, F1
97%

Precision

Higher accuracy

than  baseline
models (exact
values

dataset-specific

)

98.99%
accuracy (4
aircraft, 5
conditions),
98.44% on

model airplane
=90% accuracy
over 24 diverse
cases

Balanced
accuracy 96%

(operation),

Key Strength

High
with sensor-rich
data;
modality-aligned
CNN design

End-to-end

learning on raw
data;
benchmark

accuracy

real

strong

performance

high
plus
Grad-CAM/SHAP
-based
explainability;

accuracy

lightweight
deployment
Robust
formulation with
scalable
performance and
CAM-based
interpretability
Lifecycle-oriente
d framework;
hybrid data use
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long-term
in-service drift
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air-data sensors;
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fleet-scale
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integration

Still
improvement

offline;

phase

Study
(Author,
Year)

(Young et
al., 2025)

(Wu et al.,
2024)

(Z. Li et
al.,, 2023)

(Y. Zhao
et al.,

2022)

(Kraemer
& Villani,
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Input Modality

Flight
surface sensor

control

time-series

Simulated
fuel-system
signals

Fuel-system
signals
(experimental
&  simulated,
review scope)

Mixed:
real-time
sensor,
maintenance
logs,
operational
metrics

Data
(Simulation / Real
/ Hybrid)

Source

Real flight (AirLab
dataset)

Simulation (B777
fuel model)
Simulation  and
experiment
(surveyed)
Real multi-airline

maintenance/oper
ation data

Model Class

(clustering +
ensemble ML)

LSTM-based DL

ML (ANN, SVM,
DT, LR) with XAl

ML and DL
(reviewed)
Hybrid:
rule-based + ML
(RF, LSTM)

Validation
Level*

Level 4 — In-
Service or
Pseudo  Real-

Time Validation

Level 2 — Cross-
Condition
Validation

Not applicable
(review)

Level 2 — Cross-
Condition
Validation

Performance
Metrics

90.4%
(improvement)

Failure
prediction 93%
accuracy; 100%
detection and
classification

ANN
90%; DT ~lower
but

interpretable

accuracy

highly

Not applicable

Fault detection

rate 95%;
improved
downtime and

cost metrics

Key Strength

improves
generalization

Real-time/pseud
o-real-time
capability; early
failure prediction
(~195)

Explicit
accuracy—
interpretability
comparison
using
LIME/SHAP;
domain-grounde
d
Identifies
for interpretable,
certifiable
fuel-system

need

diagnostics

System-level
ATSaaS
architecture;
demonstrates
gains over
baselines

Key Limitation

performance
degradation
indicates domain
shift

Focused on one
dataset;
certification and
explainability not
addressed
Simulated data

only; no
real-flight
fuel-system
validation

No unified

quantitative
benchmarking;
limited
operational
evidence
Platform-level;
individual model
details and
per-fault metrics

abstracted

These modality-specific analyses motivate a cross-modal comparison of performance,

limitations, and trade-offs, presented in the next section.

Cross-Modal Analysis and Discussion

Alignment with Existing Knowledge and Prior Reviews

The findings from Section 3 are broadly consistent with prior surveys on aircraft health

monitoring and predictive maintenance, while extending them through a structured

consideration of modality and validation. Existing reviews emphasize the strong diagnostic

capability of Al methods alongside persistent concerns regarding explainability, data

realism, and system integration (Kabashkin et al., 2025; J. Li et al., 2023). The present

synthesis confirms that high classification accuracies, typically in the range of 90% to 99%,

are frequently reported across sensor-based and image-based applications, particularly
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under controlled experimental conditions (Wu et al., 2024; Young et al., 2025; Y. Zhao et

al.,, 2022).

A key refinement introduced in this survey is the explicit structuring of results along input
modality, data provenance, validation maturity, and model class. This organization reveals
that performance outcomes are closely linked to the nature of the data rather than solely
to the choice of model architecture. For instance, high accuracies reported for CNN and
CNN-LSTM models are typically associated with dense, high-quality time-series sensor
data, while image-based transformations combined with transfer learning similarly benefit
from well-defined preprocessing pipelines (J. Lietal., 2023; Y. Zhao et al., 2022). In contrast,
studies based on maintenance logs and fleet-level data exhibit more modest and variable
performance due to data sparsity and imbalance (Dangut et al., 2023; Kabashkin et al.,
2025).

Another point of alignment with recent literature is the growing recognition of validation
as a critical factor. While earlier surveys often emphasize model performance, the present
analysis shows that only a limited number of studies incorporate cross-condition, multi-
aircraft, or near real-time validation (Ahmad et al., 2022; Kraemer & Villani, 2024; Y. Zhao
et al., 2022). This observation is consistent with maintenance system research that
highlights robustness across operational scenarios as a prerequisite for deployment.
Finally, the integration of explainable Al approaches and hybrid system architectures
reflects an emerging trend in the literature (R. E. Donatus & Uhiah, 2026). Studies
combining interpretable models, visualization techniques, and rule-based components
demonstrate how performance and traceability can be jointly addressed (Kabashkin et al.,
2025; J. Li et al., 2025). This supports the broader conclusion that effective fault detection
systems increasingly balance predictive capability with transparency and validation rigor.

Cross-Modal Insights and Contradictions

The comparative analysis highlights clear differences in performance and characteristics
across data modalities. Time-series sensor data consistently support high diagnostic
accuracy, particularly in applications involving engines, actuators, and air data systems.
Models operating on such data benefit from well-defined temporal patterns and structured
measurements, enabling stable classification performance across multiple studies (Ahmad
etal, 2022; Young et al., 2025; Y. Zhao et al., 2022).

Image-based approaches provide an alternative pathway to high performance by
transforming signals into spatial representations or by directly analyzing visual inspection
data (R. E. Donatus & Uhiah, 2026). Methods based on time—frequency images and transfer
learning architectures achieve performance comparable to, and in some cases exceeding,
time-series approaches when evaluated under similar conditions (Z. Jia et al., 2023; J. Li et
al., 2023). Visual inspection systems, while addressing different diagnostic tasks,
demonstrate effective detection of structural defects using object detection models
(Connolly et al., 2024; R. E. Donatus et al., 2025).
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Log and maintenance data present a distinct set of challenges. These datasets are typically

sparse, highly imbalanced, and less directly linked to physical system behavior. Although
advanced architectures improve detection metrics, overall performance remains more
variable compared to sensor-based methods (Dangut et al., 2023; Kabashkin et al., 2025).
Simulation and digital twin data enable systematic experimentation and coverage of fault
scenarios, but introduce uncertainty regarding transfer to real-world operations. Studies
based on simulated datasets report strong performance, yet often acknowledge the need
for further validation under operational conditions (J. Liet al., 2025; Wu et al., 2024). Hybrid
approaches combining simulated and real data attempt to address this limitation, showing
improved robustness in several applications (Kabashkin et al., 2025; Kraemer & Villani,
2024).

Taken together, these observations indicate that different modalities contribute
complementary strengths. High accuracy is commonly achieved in controlled sensor and
image-based settings, whereas log-based and hybrid data approaches provide closer
alignment with operational environments but exhibit greater variability in performance.
The disparity between simulation-based performance and real-world operational outcomes
is summarized in Figure 4. While many studies report accuracies exceeding 9o—99% under
controlled or benchmark conditions, performance in real-flight and fleet-level
environments is influenced by noise, domain shift, data imbalance, and evolving
operational conditions. The figure highlights the key sources of this degradation and
underscores the necessity of hybrid datasets, transfer learning, and real-flight validation for
certification-relevant fault detection systems.

Simulation-Based Results Real-World / In-Service Results

s “ a )
e High accuracy (90—99%) o Domain shift e Performance affected by
on benchmark/synthetic < Soisornoiseand noise, mission variability,

datasets unmodeled dynamics [\ incomplete labels

o Idealized operating e Real-time accuracy
eontidiohs Performance Degradation > ~90-93% with lead-time

and Robustness Gap metrics
* Data imbalance and / e Fleet detection ~95% but

e Controlled faults and

sensor noise
L ) rare faults dependent on data quality
e Unseen faults and
Useful for benchmarking long-term drift e Visual inspection
and model comparison performance ~85% mAP

\

Figure 4: Simulation VS Real- World Performance Gap in Aircraft Fault Detection
As illustrated in Figure 4, the degradation from simulation to operational environments is
not merely statistical but structurally driven by data and system-level constraints

Trade-Off Analysis
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Three major trade-offs emerge from the surveyed literature: accuracy versus

interpretability, performance versus computational cost, and simulation-based
performance versus operational robustness.

The fundamental trade-offs governing Al-based fault detection are summarized in Figure
5, which illustrates the competing objectives of predictive accuracy, interpretability, and
computational efficiency. The positioning of different model classes within this space
highlights that no single approach simultaneously optimizes all three dimensions,
reinforcing the need for balanced, application-driven model selection in safety-critical
aviation contexts.

Accuracy /
Predictive Performance

Deep Learning (CNN, LSTM)
high accuracy (90-99%),
low interpretability, high compute

Hybrid Models
(AI/EC, ATSaa$,
AE-BiGRU)

balanced performance,
moderate interpretability,
system-level efficiency

moderate accuracy,
high transparency, low compute

Traditional ML
(DT, SVM, LR)

Interpretability / Explainability Computational Efficiency / Deployabiiity
Figure 5: Trade-Off Triangle for Al Model in Aircraft Fault Detection

The balance between accuracy and interpretability remains a central consideration. Deep
learning models, including CNNs and LSTMs, consistently deliver high predictive
performance on complex datasets (Ahmad et al., 2022; R. Donatus et al., 2025; Wu et al.,
2024). However, traditional machine learning methods and rule-based systems provide
clearer decision structures and are often preferred in contexts requiring transparency and
traceability. For example, decision tree models demonstrate strong alignment with
engineering reasoning despite lower classification accuracy compared to neural networks
(Ceken & Tuncal, 2026; Kefalas et al., 2022; J. Li et al., 2025). Explainable deep learning
techniques, including visualization and feature attribution methods, provide a partial bridge
between these approaches (J. Li et al., 2023; Y. Zhao et al., 2022).

Computational requirements represent a second important trade-off. High-capacity deep
learning models require substantial resources for training and inference, which can limit
their suitability for onboard or real-time applications. Techniques such as model pruning
and architecture optimization reduce computational complexity while maintaining strong
predictive performance (J. Li et al., 2023). In contrast, simpler models and hybrid systems
may offer reduced computational burden with acceptable performance in operational
contexts (Kabashkin, 2025; Shafi et al., 2023).
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A third trade-off arises between performance achieved on simulated datasets and

robustness in real-world deployment. Simulation-based studies provide controlled
environments for model development and benchmarking, often resulting in high reported
accuracies (Wu et al., 2024). However, real-flight and fleet-level applications introduce
additional variability, including noise, missing data, and evolving operating conditions.
Hybrid approaches that incorporate both simulated and real data represent an intermediate
strategy, improving robustness while retaining coverage of rare fault scenarios (Kabashkin,
2025; Kraemer & Villani, 2024).

Building on the trade-off analysis discussed above, Table 4 synthesizes the relationships
between model classes and key engineering considerations, including accuracy,
interpretability, computational cost, data requirements, deployment feasibility, and
certification readiness.

The table serves as a practical reference for system designers by mapping algorithmic
choices to operational constraints, highlighting that no single model class dominates across
all criteria. Instead, it reinforces the need for context-aware selection strategies that
balance performance with explainability, resource and

constraints, regulatory

requirements.

Table 4: Trade-off Analysis of Al Models for Aircraft Fault Detection

Model Type Accuracy Interpretability Computational | Data Deployment Certification Citations
(Typical) Cost Requirement Feasibility Readiness

Traditional Moderate-high High for DT/LR; Generally low— Performs well Suitable for onboard Favourable due (Dangut et
(SVM, RF, DT, LR, (e.g., DT slightly moderate for moderate on small- or ATS platformswith  to transparency al., 2023;
k-NN) below ANN; RF SVM/RF with XAl medium tight resource  and simpler  Kraemer &
strong on logs) labelled budgets assurance Villani,
datasets arguments 2024; J. Li
etal., 2025)
Deep CNN / High (up to ~97— Low-moderate; Moderate-high, = Requireslarge, Feasible on ground Challenging; (Z. Lietal,
1D-CNN 99% in several improved with  depending on well-curated servers; embedded needs XAl and 2023; Wuet
studies) CAM/Grad-CAM depth datasets and deployment needs robust validation al., 2024; Y.
careful pruning/acceleration  evidence Zhao et al.,
preprocessing 2022)
LSTM / Bi-LSTM / High for Low; sequence High for long Long Strong for Requiresworkon (Ahmad et
AE temporal attention sequences and time-series ground-based fleet explainability al., 2022
prediction and sometimes large fleets with  diverse  monitoring; more and handling of Wu et al,
classification available conditions constrained onboard non-stationarity ~ 2024;
(=90—-99%) Zhang et
al., 2025)
Hybrid supervised— High  balanced Moderate; Moderate Needs  both Attractive for  Promising (Kabashkin
unsupervised (e.g., accuracy (=go— components labelled and lifecycle-oriented because physical et al., 2025;
clustering +  96%) interpretable, unlabelled platforms (operation reasoning canbe Kraemer &
ensemble) pipeline more data, including  + improvement embedded, but Villani,
complex simulated phases) complexity adds 2024; Shen
cases assurance &
burden Khorasani,
2020)
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Model Type Accuracy Interpretability Computational | Data Deployment Certification Citations
(Typical) Cost Requirement Feasibility Readiness

Physics-informed / Highincontrolled Higher than pure Moderate-high Requires Well  suited  for Alignment with (Brunton et
digital-twin-based  scenarios (values DL; grounded in (simulation + validated engineering analysis  physicsimproves al., 2023
dataset-specific)  physical variables  learning) models and and what-if studies; trust; still limited Ezhilarasu
calibration online use dependson  operational et al.,, 2021;
data runtime evidence Huang et
al., 2023)
XAl-enhanced High (e.g., ~99%  Explicitly Slightly higher Same as Suitable for both Better (. Lietal,
models (e.g., for sensor FDC, improved via than base underlying engineering analysis positioned for 2023, 2025;
pruned CNN with ~go% for fuel LIME/SHAP/CAM  models due to model + need and decision support; certification due Y. Zhao et
Grad-CAM/SHAP; faults) analysis for onboard feasible for to traceable al., 2022)
interpretable overhead explanation lightweight variants explanations
fuel-system ML) data

Implications for Aviation Safety and Certification

The results indicate that Al-based fault detection has significant potential to enhance
aviation safety and maintenance efficiency. High detection accuracy and early fault
prediction capabilities support proactive maintenance strategies and improved system
reliability (Ahmad et al., 2022). System-level implementations integrating Al into
maintenance workflows demonstrate measurable improvements in fault detection rates
and operational efficiency (Kabashkin, 2025; Kabashkin et al., 2025).

At the same time, the requirements for certification introduce additional constraints.
Regulatory acceptance depends on the availability of reliable evidence demonstrating
consistent performance under operational conditions, as well as clear and traceable
decision processes (R. E. Donatus & Uhiah, 2026). While some studies incorporate
explainability techniques and structured validation, many focus primarily on performance
metrics without addressing these requirements in detail (J. Li et al., 2023; Ofoegbu & Josiah,
2026; Y.-P. Zhao & Chen, 2022).

Validation practices also vary widely. Although some works include multi-condition testing,
cross-validation, and pseudo real-time evaluation, these approaches are not yet standard
across the field (Ahmad et al., 2022; Kabashkin et al., 2025). Evaluation under out-of-
distribution conditions remains limited, despite its importance for safety-critical systems.
Overall, the literature demonstrates strong technical capability but only partial alignment
with certification requirements. Bridging this gap will require greater emphasis on
explainability, robust validation, and integration with established safety assurance
processes.

Key Research Gaps and Unresolved Challenges

Several important gaps emerge from the analysis:

Data availability remains a primary challenge, particularly for rare fault conditions. While
simulation and digital twin approaches provide extensive datasets, real-world labeled data
are limited and often difficult to access. Studies using maintenance logs highlight the
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impact of class imbalance and data heterogeneity on model performance (Dangut et al.,

2023).

Validation practices also require further development. Many studies rely on static offline
evaluations, with limited consideration of long-term operational variability or cross-fleet
generalization (J. Jia & Li, 2023; Wu et al., 2024; Young et al., 2025). Although some works
incorporate more advanced validation strategies, systematic and standardized protocols
are not yet widely adopted (Kabashkin et al., 2025; Y.-P. Zhao & Chen, 2022).

Deployment considerations are addressed in relatively few studies. Issues such as
computational constraints, real-time processing, and system integration are critical for
practical implementation but are often treated as secondary concerns (Kabashkin, 2025; J.
Li et al., 2023; Shafi et al., 2023). In addition, the interaction between human operators and
Al-based diagnostic systems remains underexplored.

Finally, there is a lack of standardized benchmarks that reflect real operational conditions
across multiple modalities. Existing datasets support comparative evaluation within
specific domains but do not capture the full complexity of aircraft systems, including
heterogeneous data sources and evolving operational environments (Wu et al., 2024).
Addressing these challenges will be essential for advancing Al-based fault detection from
research prototypes to operational and certifiable systems.

To consolidate the cross-cutting challenges identified in this survey, Table 5 presents a
structured synthesis of key research gaps across data, model design, deployment, and
certification dimensions. Each category is linked to supporting evidence from the literature,
its impact on aviation systems, and corresponding research directions.

This structured mapping moves beyond descriptive analysis by explicitly connecting
observed limitations to their operational implications and to targeted avenues for future
work.

Table 5: Synthesis of Research Gaps and Open Challenges

Category Observed Issue Evidence from | Impact on Aviation | Suggested Research | Citations
Literature Systems Direction

Data Overreliance on Digital-twin and Models risk Develop standardized (Huang et
simulated or CMAPSS studies brittleness under real multi-condition, 2023; M. Li et aI.,
single-condition emphasize simulation; operational multi-fleet  benchmarks; 2025; Z. Li et al,,
datasets many works consider variability; safety integrate real-flight data 2023; Wu et al,

only one operating margins hard to intodigital-twinworkflows 2024)
regime quantify

Data Data imbalance and  Fleet-log and Elevated Systematic use of (Dangut et al,
sparse labels for maintenance-platform false-negative or imbalance handling, 2023; Kabashkin
rare faults studies highlight rare false-positive rates; synthetic/augmented etal., 2025)

failures and reducedtrustinalerts data, and semi-supervised
heterogeneous methods  tailored to
records aviation
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Model Accuracy—
interpretability
trade-off in
safety-critical
decisions

Model Limited evaluation
under domain shift
and transfer
scenarios

Deployment Gap between
offline metrics and
in-service
performance

Deployment Computational and
integration
constraints for
embedded/onboard
use

Certification Lack of
consolidated
criteria for Al
assurance and
evidence

Certification Limited

modality-aware
linkage  between
fault models and

safety arguments

Evidence
Literature
Fuel-system case
shows ANN vs DT
differences;
DNN-based FDC
needs XAl;, reviews

stress explainability
Many studies limited
to single platforms;
transfer learning only
occasionally
considered

High offline accuracies
with
pseudo-real-time/fleet

contrast few

deployments
High-capacity

CNN/LSTM
real-time

models;

manufacturing
inspection and health
monitoring
frameworks
Certification-oriented
highlight
guidance;

works
missing
reviews stress need for
robust validation
and

Reviews case

studies often omit
modality/provenance

in safety discussion

High-accuracy
black-box models are
difficult to justify to

certifiers and
maintainers
Poor portability

across aircraft types
and conditions; costly
re-validation

Uncertain operational

reliability;  difficulty
estimating safety
benefits

Onboard avionics

may not support large
models; latency

constraints

Slows adoption of
Al-based FD;
inconsistent approval

risk of
processes
Safety cases overlook

and
affect

how modality
data
uncertainty

source

Co-design of accuracy and
interpretability;

physics-informed and
XAl-enhanced models
with quantified
explanation quality
Structured
transfer-learning and

domain-adaptation
studies across platforms
and fleets

More  pseudo-real-time
pilots, longitudinal field
trials, and integration with

PHM/ATS platforms

Model compression,
edge-optimized
architectures, and
partitioned

on-aircraft/ground
processing designs
Joint  development of
Al-specific assurance
cases, validation maturity
scales, and explainability
requirements

Modality-aware

certification frameworks
connecting data
provenance, validation
maturity, and

failure-mode coverage

from | Impact on Aviation | Suggested Research | Citations
Systems Direction

(Brunton et al,

2021; J. Li et al,
2025; Z. Li et al,,
2023; Y. Zhao et
al,, 2022;
Zolghadri, 2024)

(Huang et al,
2023; Kraemer &
Villani, 2024; Wu

etal, 2024)

(Ahmad
2022; Kabashkin,
Kabashkin
et al,

et al,

2025;
2025;
Zolghadri, 2024)

(Kabashkin et al.,
2025; J. Li et al,,
2023; Shafi et al,,
2023; Zhang et

al.,, 2025)

(Brunton et al.,
2021; Luettig et
al., 2024; Sridhar
etal., 2025)

(Kwakye et al.,
2024; J. Li et al,
2023; Zolghadri,

2024)

The identified trade-offs are translated into deployment and certification implications in
the following section

To complement the qualitative comparisons, Figure 6 provides a consolidated view of
reported performance across input modalities. Rather than presenting strict meta-analytic
estimates, the figure summarizes indicative performance ranges derived from
representative studies, highlighting those higher reported accuracies are often associated

with structured or simulated data under controlled validation settings. In contrast,
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modalities closer to operational reality such as maintenance logs and visual inspection

exhibit more moderate but practically meaningful performance due to noise, imbalance,
and environmental variability.

Very high for structured sensor Upper-bound performance
High accuracy in images; lower for real scenes in controlled environments
offline settings
1.0
Imbalance-aware metrics
(precision/recall)

U~
g g 0.9
] .94
EQ
S
e
&> limited cross-fleet validation
- £ 0.81
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53
8¢
g

0.7

Signal / Time-Series Image-Based Logs / ACARS / Simulation / Digital Twin
(Native / Transformed) Maintenance Data

Input Modality

Figure 6: Indicative Performance Ranges Across Input Modalities Based on Representative
Studies

The ranges shown are illustrative and derived from representative studies reviewed in this
survey rather than from a formal statistical meta-analysis. Reported performance varies
substantially with data provenance and evaluation maturity. As shown in Figure 6, time-
series and image-based modalities generally occupy the upper performance range,
whereas log-based and operational datasets exhibit lower but more operationally realistic
metrics, reinforcing the need to interpret reported accuracy within the context of dataset
origin and evaluation conditions. Performance also depends strongly on validation
maturity, as higher reported scores frequently correspond to controlled, offline, or
simulation-based evaluation settings rather than real operational environments.

Engineering Implications and Deployment Framework

Modality-Driven Model Selection

The synthesis demonstrates that model selection in aircraft fault detection must be
governed by data modality, operational context, and certification requirements rather than
by peak accuracy alone. For high-resolution time-series sensor data, such as those from
engines, actuators, and air data systems, convolutional and recurrent architectures
consistently provide strong performance. CNNs applied to rotor vibration signals achieve
approximately 97% accuracy with high Fi-scores, while LSTM-based frameworks enable
both accurate fault classification and early prediction with meaningful lead times in flight
and fleet applications (Du et al.,, 2024). Hybrid CNN-LSTM architectures further
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demonstrate robustness across multiple aircraft and operating conditions (Y. Zhao et al.,

2022). These models are therefore well suited for onboard or near real-time applications
where temporal dependencies are critical.

In cases where signals can be transformed into structured image representations, such as
time—frequency maps or residual images, two-dimensional convolutional networks and
transfer learning approaches become effective. Multi-channel image fusion techniques
improve diagnostic performance by integrating complementary signal domains (Z. Jia et
al., 2023), while pruned transfer learning models achieve strong predictive performance
with reduced computational complexity and successful transfer across aircraft
configurations (Z. Li et al., 2023). These approaches are particularly suitable for edge or
centralized processing environments where preprocessing overhead is manageable.

For log and maintenance message data, which are typically sparse and highly imbalanced,
hybrid temporal architectures are more appropriate. Models that combine autoencoders
with recurrent layers and imbalance-aware loss functions have demonstrated improved
detection of rare failure events in real airline datasets (Dangut et al., 2023). At the system
level, integrated architectures that combine rule-based reasoning with machine learning
and sequence models achieve superior fault detection and predictive maintenance
performance compared to single-method approaches (Kabashkin et al., 2025).

Simulation and digital twin environments support both traditional and deep learning
approaches, offering controlled conditions for model development. However, such models
should be treated as preliminary unless validated against real operational data. In safety-
critical contexts, interpretable models remain essential. For example, decision trees may
offer slightly lower accuracy than neural networks but provide clearer alignment with
engineering reasoning, making them more suitable for certification-oriented applications
(J. Lietal., 2025).

Data Requirements and Preprocessing Considerations

Effective deployment depends on realistic assumptions about data availability and quality.
Time-series models require sufficiently long and well-sampled sequences that capture both
nominal and fault evolution. Approaches such as LSTM autoencoders rely on stable
baseline behavior to construct meaningful health indices (Ning et al., 2021), while high-
dimensional vibration-based models depend on careful signal alignment, normalization,
and sensor selection to achieve optimal performance.

Image-based pipelines introduce additional preprocessing requirements. Signal-to-image
transformations must be consistent and reproducible, particularly when using time-
frequency representations or stacked sensorimages (Z. Jia et al., 2023). Data augmentation
and model compression techniques, such as channel pruning, are necessary to ensure
scalability and deployment feasibility without sacrificing diagnostic performance (Z. Li et
al., 2023).

For fleet-scale maintenance logs, preprocessing becomes more complex due to noise,
sparsity, and extreme class imbalance. Studies show that specialized techniques, including
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focal loss and representation learning through autoencoders, are required to extract

meaningful patterns (Dangut et al., 2023). At the platform level, combining heterogeneous
data sources such as real-time sensor streams and historical logs requires robust data
integration pipelines and balancing strategies, including synthetic augmentation and
digital twin support (Kabashkin, 2025; Kabashkin et al., 2025).

Hybrid datasets combining simulated and real data require structured feature engineering.
Feature selection and clustering methods help construct interpretable representations and
improve the effectiveness of hybrid learning pipelines (Kraemer & Villani, 2024). Across all
modalities, deployment-ready systems must implement standardized preprocessing
pipelines that are physically meaningful and reproducible.

Validation Strategies for Safety-Critical Systems

The findings emphasize that validation maturity is a primary determinant of deployment
readiness. High accuracy obtained from simple train—test splits is insufficient for safety-
critical systems. Instead, validation must be structured across multiple levels.

First, statistically grounded evaluation methods such as k-fold cross-validation provide
robust performance estimates within a given dataset. Large-scale implementations across
multiple airlines or platforms offer stronger evidence of reliability (Kabashkin et al., 2025).
Second, cross-condition and cross-platform validation is essential. Models must
demonstrate consistent performance across different aircraft, operating regimes, and
environmental conditions. Studies that evaluate models across multiple aircraft
configurations and flight conditions provide more credible evidence for scalability (Kefalas
etal., 2022; J. Lietal, 2023; Y. Zhao et al., 2022).

Third, real-time or pseudo real-time validation is required to assess operational usefulness.
Metrics such as time to detection, prediction lead time, and response latency must be
explicitly quantified. Frameworks that incorporate these elements demonstrate closer
alignment with real mission requirements (Kabashkin, 2025).

For certification, validation strategies must align with lifecycle-oriented evaluation
practices. This includes testing under operational variability, assessing robustness to
unseen conditions, and ensuring traceability of model decisions. Current literature shows
progress in this direction, but such practices remain limited to a subset of studies.

Deployment Constraints: Onboard vs. Ground Systems

Deployment decisions are strongly influenced by computational and integration
constraints. Onboard systems require lightweight, efficient models capable of real-time
inference under strict resource limitations. While high-capacity deep models provide strong
performance, they often require compression techniques such as pruning or distillation to
meet onboard constraints (J. Li et al., 2023).

For UAVs and smaller platforms, resource limitations are even more restrictive. Carefully
designed recurrent models can meet real-time requirements when input dimensionality is
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controlled, but more complex architectures may need to be offloaded to ground systems

(Bronz et al., 2020).

Ground-based and cloud-supported systems offer greater computational flexibility,
enabling the deployment of more complex models and multimodal fusion strategies.
Maintenance platforms that integrate fleet-wide data and optimization frameworks are
typically implemented in such environments (Kabashkin, 2025; Kabashkin et al., 2025).

A practical deployment strategy emerging from the literature is a hierarchical approach:
lightweight, explainable models operate onboard for immediate detection, while more
complex analytics are performed on ground systems to support deeper diagnostics and
maintenance planning.

The deployment architecture of Al-based fault detection systems is illustrated in Figure 7,
which distinguishes between onboard and ground-based processing roles. The figure
formalizes a split architecture in which lightweight, latency-sensitive models operate
onboard within strict computational and safety constraints, while more complex analytics,
retraining, and fleet-level learning are performed on ground or cloud platforms. This
separation reflects practical limitations in avionics environments and highlights the
importance of feedback loops for continuous model improvement and certification
alignment.

Deployment Architecture for Onboard vs Ground Al in Aircraft Fault Detection

AIRCRAFT (ONBOARD) COMMUNICATION GROUND / CLOUD INFRASTRUCTURE
LAYER
% Onboard
Preprocessing
SENSORS > & Lightweight Al v A,I =
ertlgir;es, > fic:uirinlg, anomalty Secure Data Link > cavy, oces L Fleet-Level
actuators, | etection, even ¢ CNN-LSTM, Analytics
airdata, |—p triggering (AGhRS ALY autoencoders, =
logs, |l small CNN/LSTM hybrid systems v
cameras decision t + limited bandwidth, A .
A e event-driven transmission . Maintenance
* low latency (seconds) = I;ecision
« strict compute constraints upport
f Maintenance actions -> aircraft
Model updates - onboard Al
FEEDBACK LOOP

Figure 7: Deployment Architecture for Onboard vs Ground Al in Aircraft Fault Detection

Deployment Readiness Framework
To translate research outcomes into operational systems, a structured deployment
readiness framework is required. Based on the survey, five key dimensions define readiness:
e Modality-Model Fit: Alignment between data type and model architecture,
ensuring that model capabilities match the characteristics of the input modality.
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e Data Provenance and Coverage: Clear documentation of whether data are

simulated, experimental, or operational, and the extent to which they represent
real-world conditions.

e Validation Maturity: Progression from basic offline evaluation to cross-platform
validation and real-time testing with operational metrics.

e Computational Feasibility: Assessment of whether models can meet the
constraints of onboard or ground-based deployment environments.

e Interpretability and Certification Alignment: Availability of transparent decision
mechanisms or explainability tools that support engineering validation and
regulatory approval.

Each candidate system can be systematically evaluated across these dimensions to
determine its readiness level and identify gaps requiring further development. This
structured approach enables a systematic transition from high-performing experimental
models to certifiable, deployable fault detection systems.

From a certification perspective, Al-based fault detection systems must demonstrate
consistent performance across operating conditions, clear traceability between inputs and
decisions, and alignment with safety-critical assurance requirements. These considerations
directly influence model selection, validation strategy, and deployment architecture.

Future Research Directions

Data and Benchmarking Limitations

The research directions outlined in this section build directly on the structured gaps
summarized in Table 5, extending them into actionable development pathways for data,
models, validation, and deployment.

The current literature is characterized by fragmented datasets and subsystem-specific
studies, many of which are proprietary and not publicly accessible. While simulation
environments, component-level rigs, and controlled experiments provide valuable insights,
they do not constitute standardized benchmarks that enable consistent comparison across
methods. Studies based on fleet-scale maintenance logs further highlight challenges
related to class imbalance and heterogeneous data structures (Dangut et al., 2023;
Kabashkin et al., 2025).

Future research should focus on the development of structured, modality-aware
benchmark suites that integrate simulated and real flight data across representative aircraft
subsystems. Such benchmarks should include standardized data splits, clearly defined fault
taxonomies, and consistent evaluation protocols aligned with lifecycle considerations. In
parallel, the creation of de-identified, open-access fleet maintenance datasets would
enable more realistic evaluation of rare fault detection. Performance metrics should also
evolve beyond accuracy to include operational indicators such as time to detection, false
alarm cost, and maintenance impact, reflecting the system-level evaluation approaches
already demonstrated in advanced maintenance platforms.
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Simulation-Reality Gap and Domain Adaptation

A persistent limitation in current research is the gap between performance in simulated
environments and robustness in real operational settings. High accuracy results obtained
from digital twins and benchmark datasets do not necessarily translate to real-world
reliability, particularly under varying operating conditions and sensor noise. Although
hybrid approaches that combine simulated and real data offer partial mitigation,
systematic evaluation of performance degradation during transfer remains limited
(Kabashkin, 2025; Kraemer & Villani, 2024).

Future work should prioritize controlled domain shift studies, where models trained on
simulated data are rigorously evaluated on real or staged operational data. Transfer
learning and domain adaptation strategies should be formalized as standard practice,
leveraging simulation for pretraining and real-world data for fine-tuning. In addition,
adaptive digital twin frameworks that incorporate streaming operational data to
continuously update system models represent a promising direction toward closing the
simulation—reality gap.

Explainable and Certifiable Al

Explainability remains a critical requirement for the adoption of Al in safety-critical
aerospace systems. While some studies incorporate interpretable models or post hoc
explanation techniques, many high-performing deep learning models lack transparent
decision mechanisms. This limits their suitability for certification, where traceability and
engineering validation are essential.

Future research should emphasize the co-design of models and explanation mechanisms,
ensuring that diagnostic outputs are accompanied by physically meaningful
interpretations. These explanations should be integrated into higher-level reasoning
frameworks to support system-level decision-making and maintenance planning.
Furthermore, explainability methods must be aligned with emerging certification
paradigms, enabling their incorporation into formal assurance processes and safety cases.

Lightweight and Onboard Efficient Models

Deployment constraints, particularly in onboard and embedded systems, necessitate
models that balance performance with computational efficiency. While recent work
demonstrates that model compression techniques such as pruning and distillation can
significantly reduce complexity without substantial loss of accuracy, systematic design
methodologies for lightweight models remain underdeveloped.

Future research should explore hardware-aware model design, including quantization,
architecture optimization, and energy-efficient inference tailored to avionics and UAV
platforms. Comparative evaluation of latency, energy consumption, and inference
performance across onboard, edge, and cloud environments is also required. Additionally,
tiered system architectures, where lightweight onboard models are complemented by
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more complex ground-based analytics, should be formalized as a standard deployment

paradigm.

Multimodal and Digital Twin Integration

Most existing fault detection systems remain focused on single data modalities, despite
evidence that multimodal integration can enhance robustness and diagnostic accuracy.
Initial efforts combining sensor data, image representations, maintenance logs, and digital
twin outputs demonstrate the potential of integrated approaches, particularly for complex
and evolving fault scenarios.

Future work should develop standardized multimodal fusion frameworks that explicitly
combine heterogeneous data sources within unified architectures. These frameworks
should leverage digital twin technologies to incorporate physical knowledge and enable
continuous system adaptation. At the fleet level, distributed learning approaches, including
federated learning, offer opportunities for collaborative intelligence while preserving data
privacy. Integrating multimodal diagnostics into predictive maintenance decision
frameworks will further strengthen the link between fault detection and operational
outcomes.

Conclusion
This survey has provided a structured, modality-aware synthesis of Al-driven fault detection

in aircraft systems, highlighting both the significant progress achieved and the limitations
that constrain operational deployment. By organizing the literature along the dimensions
of input modality, model class, data provenance, and validation maturity, the study clarifies
that many reported high accuracies are achieved under controlled conditions, while
performance in operationally realistic environments remains less well established.

The primary contribution lies in translating this structured analysis into an engineering-
oriented deployment framework. By explicitly linking model selection, data requirements,
validation strategies, and deployment constraints, the work offers a practical pathway from
algorithm development to real-world implementation. The inclusion of a deployment
readiness framework further enables systematic assessment of candidate solutions in
terms of robustness, feasibility, and certification alignment.

Looking forward, advancing Al-based fault detection in aerospace will depend on
addressing key challenges related to data availability, validation rigor, explainability, and
deployment efficiency. Progress will require coordinated efforts to develop representative
benchmarks, bridge the simulation-reality gap, design certifiable and interpretable
models, and integrate multimodal data within scalable architectures. With these
developments, Al-based fault detection can transition from high-performing experimental
systems to reliable, certifiable components of next-generation aircraft health management
systems. This progression is essential for bridging the gap between algorithmic accuracy
and certified airworthiness in safety-critical aviation systems.
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